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Abstract. Forming a risk management culture requires an understanding of the attributes of formalising a risk culture and
defining its type depending on the efficiency of its certain parameters. The purpose of the study is to systematise the
attributes of formalisation of risk culture and identify the type of risk culture in the enterprise. To achieve the objectives, the
attributes of formalising the risk culture in the enterprise were analysed and synthesised, defining their characteristics and
definition parameters. To identify the type of risk culture at the enterprise, a matrix approach was used, according to which
the type of risk culture was described in two parameters: “methods and control” and “level of personnel engagement”. Each
of these parameters is considered according to two qualitative levels of impact. The “methods and controls” parameter is
considered in terms of the existence of hard and soft risk management controls in the enterprise. The level of “personnel
engagement” parameter can be either high or low and it indicates the level of staft motivation and support of the employees
by supervisors on risk management. As a result of the formalisation, four types of company risk culture were identified,
characterising the behavioural patterns and motivational factors of company employees, depending on the efficiency of
regulations, the understanding of risks by personnel and risk management techniques. The practical value of the findings
is that each employee will understand their role and responsibilities regarding their participation in the company’s risk
management system, and managers will be able to assess the level of alignment of all employees in terms of using risk
management practices and determine the best management styles and practices
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Introduction

As companies operate in the marketplace, they seek to
prevent the threats they may encounter during their ac-
tivity. At the same time, a number of challenges must be
addressed. First, it is necessary to establish and implement
the main stages and activities of the risk management pro-
cess, namely: context determination, identification, analy-
sis, certification, use of risk management tools, monitoring
and auditing of risks, systematic use of risk management
mechanisms (standards, policies, decisions, procedures).
Secondly, to incorporate them into the business operations
and management system of the enterprise Thirdly, to ensure
the formation and promotion of risk culture and its organic
integration with the organisational culture in the entire com-
pany. The first two tasks seem to resonate in the manage-
ment practices of the enterprise, at least through the control
and communication system that has been built. However,
the biggest challenge is to understand the existing risk manage-
ment culture at the enterprise and create an organisational
environment that will facilitate the identification, assessment
and processing of risks, and form an open communication
about risks between all employees of the company. These
are the values, beliefs, awareness, knowledge and practices
for dealing with shared risks that apply to the activities of
all employees in the enterprise. As a result, risk-oriented
management and risk culture are formed at all levels of
management from an individual employee, line manager
and top manager to senior management.

The organisation formalises the risk management
process according to its own terms. It depends on the charac-
teristics and specifics of the business itself, the management
system, the organisational structure and how the company’s
employees perceive and manage risk. The risk management
culture is part of the overall organisational culture of the
enterprise and determines its risk-oriented aspect, namely
the behaviour of employees regarding the understanding,
perception and use of risk management in their activities.
That is why it is important to understand how the organi-
sational culture is formed within the enterprise in terms of
integrating the risk management system into it. To under-
stand how much the values and beliefs of management at
the enterprise are involved in the risk management process,
it is advisable to define and systematise the attributes of risk
culture formation.

The purpose of the study is to systematise the attributes
of forming a risk management culture at the enterprise and
formalise the type of risk culture of the enterprise by signifi-
cant parameters.

According to the objective, the article defines the
following tasks: to investigate the attributes of risk manage-
ment culture formation, to conduct their systematisation
and to propose a scientific methodological approach to the
formalisation of risk culture with the definition of its four
types in the enterprise.

Literature Review

An important part of understanding and, accordingly,
forming a risk culture in an organisation is identifying the
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main attributes by which company employees perceive risk
management, carry out management procedures and analyse
the effectiveness of risk management in the company.

O. Dyugovanets & I. Dovba have identified a broad
list of determinants of risk culture development in the cor-
porate governance system as: the integration of risk identi-
fication, analysis and management processes when making
management decisions; the regular nature of risk culture
development in the corporate governance system; transparency
and disclosure of information about the results and effec-
tiveness of risk management; continuous development and
improvement of approaches to risk management within the
organisation; implementation of international principles in
the corporate governance system, ensuring the protection
of shareholders’ rights, equal treatment of shareholders,
recognition of the rights of interested parties provided for
by law, timely and accurate disclosure of information on all
important issues related to the organisation, effective con-
trol over activities management by the management board
(supervisory board), as well as accountability of the man-
agement board to shareholders; coordination of measures
and formation of a clear strategy in the sphere of risk man-
agement by executives, and in corporate governance; inte-
gration of risk management system with business process-
es of the enterprise [1]. This broad list of attributes of risk
culture development must be systematised in terms of the
organisation of the risk management process in companies. In
addition, this list is more concerned with protecting share-
holders, board members and management against risks,
while a significant number of risks in other areas of the
company are left unaddressed. Risk management should be
integrated harmoniously into the company’s overall man-
agement system, and to do so, it is appropriate to eliminate
control procedures that overlap. Excessive control does not
always contribute to ensuring the security of the company’s
activities.

LI.V. Semenyutina considers the attributes by which
the level of risk management culture can be identified: the
existence of a common understanding of basic concepts,
principles and goals in risk management; the principles for
determining risk tolerance, which are consistent with all
interested parties in the company’s activities, its resources
and goals; the level of management competencies in risk
management; interaction and consultation of the manage-
ment team in identifying risks and justification of the op-
timal solutions for risk management; financial incentives
for staff to assist in solving risk management problems; in-
tegration of risk management methods and procedures in
all areas of business activities; standardization of the risk
management process; availability of standards and regula-
tions for risk management in the enterprise [2]. This list
of attributes for establishing a risk management culture is
quite comprehensive and tied to the risk management pro-
cess, yet it would also be useful to define the values of the
employee team when dealing with risk.

C. Turkoglu sees risk culture as an oxymoron. He ar-
gues that it is impossible to achieve common values, beliefs,
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and behaviours in relation to risk [3]. However, a common
understanding of risk and reporting risk at different levels
in an organisation is vital for its effective management. His
concept of risk management culture includes all stages of
the risk management process, namely risk identification,
analysis, assessment, mitigation, how risk information is
communicated to different levels of the organisation, how
risk decisions are made, and how acceptable risks are defined.
After all, it is the formalisation of a common understanding
of risk management that is important in the formation of
risk culture. However, the consideration of these aspects of
risk culture formation is incomplete and needs to be completed
with regard to the formation of risk-oriented management.

S. Unterrheiner identifies eight aspects of risk cul-
ture: governance, tone at the top, accountability, incidents
and escalation, encouragement and reward, training, suc-
cession planning and talent management, acceptance, and
core competence support [4; 5]. But what the author ne-
glected was the issue of communicating within the company
when dealing with risk.

J. DeLoach considers the following elements in iden-
tifying an organisation’s risk culture: the tone of the organ-
isation; the physical mechanisms that control the risk cul-
ture; the internal attributes that stimulate the risk culture;
the external attributes that stimulate the risk culture; the
subcultures that can influence risk management; and the
attitude towards the overall culture [6]. But a more specific
understanding of the tone of the organisation when dealing
with risk would be helpful.

B.Kpodo & K. Agyekum consider four elements that
identify the risk culture in an organisation: tone from the
top (management’s demonstration of support for risk man-
agement); accountability (the requirement to report on risk
management); effective incident management (the ability of
staff to make effective risk decisions); and compensation (the
link between reward and risk management behaviour) [7].
This list lacks an understanding of the organisational and
communication aspects that determine staff behaviour re-
garding risk and reward management.

K. Bakker & S. Somani, considering the organisa-
tion’s culture, of which risk culture is a part, define it as the
overall system of messages through which the organisation
shapes its business behaviour, its response to the challenges
and threats of the external environment and its perception
of the world [8]. They define the following elements of the
risk culture: attitudes towards operating a business, per-
sonnel behaviour, ethics, communication patterns and eti-
quette. All these components should certainly be reflected
in the formation of the organisation’s risk culture, but they
are not exhaustive, and control procedures and support
for risk management in the company are also not reflected
here.

Ph. Silberzan & M. Jones (2012) see risk not only
as a threat but also as an opportunity for development, so
they suggest developing a culture of uncertainty rather than
a culture of risk [9]. The risk culture is based on the tradi-
tional decision-making paradigm, which consists in choos-
ing from a number of options the best in terms of benefit
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and risk. The culture of uncertainty, in their opinion, char-
acterises the future, which is not only unknown but also
objectively impossible to understand, even theoretically. This
is especially true for completely new, unexpected events. In
an uncertain environment, the decision-maker does not
choose among the options that already exist but rather
creates those options. The paradigm for decisions under
uncertainty becomes the creation of options and their im-
plementation in the face of uncertainty. Thus, the culture
of uncertainty is based on creative and intuitive action
planning and decision-making. However, not all threats
are associated with uncertainty, for a certain proportion
of threats it is possible and necessary to use standard risk
management procedures.

M. Power, S. Ashby & T. Palermo view an organisa-
tion’s risk management culture as a set of interrelated fac-
tors and compromises [10]. They also refer to risk culture
as an ongoing process or as recurring and renewing pro-
cesses; a combination of formal and informal governance
processes involving multiple behaviours and habits that
collectively form a risk culture at any given time. However,
they note that an organisation may not necessarily have a
single risk culture, meaning that the risk culture may be
unevenly distributed within the organisation. The most im-
portant thing, in this case, is the organisation’s awareness
of the balance between risk acceptance and control. Studies
in [10] show that there are organisations that approach risk
culture management in a more organic and less structured
way, rather than through management and control-orient-
ed approaches. There is a need to identify the main factors
of risk culture formation that are subject to formal and
informal management.

R. Abuzarqa looks at the relationship between or-
ganisational culture, risk management and company per-
formance [11]. He hypothesises that organisational culture
influences risk management and company performance.
The confirmation of this hypothesis is that if the culture
and operating principles of employees are compatible with
those of the company, it is determined by high performance
and efficiency. One cannot fully agree with this thesis. En-
suring high performance can be a result of how the company
manages risks. However, this will not answer the question
of how this management is carried out and how the process
of forming a risk culture in the company takes place. The
development of organisational culture and risk culture also
occurs through the feedback mechanism, both from top to
bottom and from bottom to top.

A. Paalanen proposed sixteen types of risk culture,
which are formed in four dimensions [12]. These four di-
mensions were selected using factor analysis to describe the
risk culture in organisations. Each culture type represents
one end of all four dimensions: the level of formality of
management procedures; the decision-making process;
risk perception; and focus [12]. The dimension of formali-
ties of procedures is related to the formality or flexibility of
management methods and business processes. It describes
how units are managed, how flexible or rigid processes are,
what is the attitude towards adhering to or bending rules,
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and how much intuition is used compared to predefined
rules and procedures. The extreme ends of this dimension
are the level of formality and flexibility of management
procedures. The decision-making dimension is about how
decisions are made. It describes how much effort is spent
to prepare for decisions, how fast decisions are made, and
how detailed decisions are. The extreme ends of this dimen-
sion are called a reasonable and dynamic decision-making
process. The risk perception dimension is about how risk is
understood by all employees of the company. It describes
the attitude towards risk in the company, namely whether
risk is seen as an acceptable or unacceptable part of life, as a
threat or a possible deviation. The extreme ends of this di-
mension are called risk acceptance and risk avoidance. The
focus dimension describes whether a business is seen via
technical assets or via people and processes. It determines
how much risk management focuses on technical aspects,
such as profit or production, or behavioural factors, such
as motivation, competence, or reputation. The extreme
ends of this dimension are technical and behavioural focus.
Usually, such a thorough analysis is very interesting and al-
lows for comprehensive coverage of the main aspects of a
company’s risk culture, but it is also quite complex. Sixteen
types of risk culture are difficult not only to identify but
also to comprehend.

D. Hillson proposed an A-B-C model of the com-
pany’s risk management culture using three components:
attitude, behaviour, and culture [13]. Attitude defines the
position of an individual or group towards risk and risk
perception. Risk behaviour comprises external observable
risk-related actions, including risk-based decision-making,
risk processes, risk communications etc. Risk culture is
values, beliefs, knowledge, and understanding shared by a
group of people with a common goal. The A-B-C model
is straightforward in describing how risk culture relates to
risk attitudes and risk-taking behaviours. However, this
does not help to understand the management aspect of the
risk culture, the role and support of the management of
employees in the process of communication and risk deci-
sion-making.

S. Mushnikova considers the need for a company
to develop a “risk-based mindset” and its recommended
vision as an element of an enterprise’s safety management
culture [14]. Such a vision, according to S. Mushnikova, is
aimed at the formation of managerial competencies for risk
assessment and analysis, identification and implementation
of opportunities in achieving strategic and tactical goals of
enterprise development at all levels of enterprise management.
At the same time, the level of competence of decision-makers
and their personal qualities are brought to the fore. Indeed,
the risk culture is formed by the behaviour of the company’s
employees. However, what the author neglects is how and
by which management techniques the perception of risk
management in the company, the engagement of employees
in risk management and their attitude to the decision-mak-
ing process under conditions of risk and uncertainty are
shaped.

J.M. Farrell & A. Hoon characterise the risk man-
agement culture as an organisation’s system of values and
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behaviours that determine the content and form of deci-
sions made for risk management [15]. They believe, that the
risk management culture is effective when employees know
the attitude of the organization’s management to risk man-
agement, the limits of their powers, and can openly discuss
with management the risks that they will have to take in
order to achieve the company’s long-term strategic goals.
However, the risk culture influences the decisions made,
even if the company does not analyse possible risks. The
process of building a company’s risk culture cannot only be
formalised and must include the development of values and
preferences when developing risk management practices.

O. Vovchenko defines the following determinants of
the effective risk culture of the bank: the unity of individual
and corporate goals, values and ethics of business behaviour;
the implementation of a risk-oriented approach to manage-
ment; the dynamism of development, which is determined by
the readiness of risk departments responsible for risk man-
agement to implement and improve risk management tech-
nologies; openness and transparency of internal corporate
communication regarding risks and their management; orien-
tation to create additional value of the organisation through
the creation of an established system of motivation of per-
sonnel to manage risks, justification of the impact of the effec-
tiveness of the functioning of the risk management system on
the market value of the company; the application of both in-
dividual and collective responsibility for the risks of the bank,
which forms corporate unity risk management [16]. However,
while considering various approaches to the interpretation of
the economic content of risk culture, O. Vovchenko does not
define how its determinants shape it. This study lacks the very
process of forming a banks risk culture and the specifics of its
development, and the attributes of its definition are vague
and do not reflect a controlling function in risk management.

L.M. Titarenko, B.Yu. Rostiyanov, V.A. Yatsenko, con-
sidering the organisational aspects of risk management, de-
termine the behaviour and forms of management activity of
managers, their ability to give explanations, make an expert
assessment of management decisions made, create conditions
for identifying problems, and guarantee the objectivity and
comprehensiveness of information analysis at a professional
level [17]. This approach focuses more on the behaviour
and competencies of staft when dealing with risk and does
not reveal the essence of all the attributes of establishing an
organisation’ risk culture.

I.O. Bashinska defines five elements of the risk
management system at the enterprise: risk identification,
analysis and prioritisation, risk minimisation and reporting,
monitoring and revision, and risk management culture [18].
She sees the culture of risk management as creating an envi-
ronment within the organisation that facilitates the identi-
fication, assessment and mitigation of risks and communi-
cates openly about risks. However, this approach lacks the
behavioural and managerial aspects of forming an enterprise’s
risk culture.

V.M. Moroz & S. A. Moroz note that the level of risk
culture development in an organisation can be assessed
through the awareness of its staff about the place and role
of risk management in the management system, as well as
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through the level of personnel engagement in risk manage-
ment processes [19]. The authors refer the following to the
elements of risk culture formation: formation of an internal
information interactive database on the theory and practice
of risk management; planning the budget for risk manage-
ment measures; formation of a system of risk management
effectiveness evaluation; planning and organization of staff
training on the risk management programme; certification
of risk management subjects. This list of attributes of risk
culture formation is not exhaustive, the role and types of
controls when dealing with risk, responsibility for risk de-
cisions, availability and use of tools and practices of risk
analysis and assessment, and how values of employees and
values of the company as a whole are formed in the process
of risk management are not considered.

O. Gerasimenko conducted a survey of Ukrainian
enterprises on the specifics of forming a risk-based approach
to management, which showed that this approach is de-
termined by the attitude of management to risk identifica-
tion, the application of risk management measures and the
search for an optimal balance between profit maximisation
and long-term sustainable development and protection of
shareholders’ rights [20]. Key to building an effective enter-
prise risk management system according to her investiga-
tion are: 31% — development and implementation of risk
management policy/concept, 44% — implementation of risk
management process in all functional units of the enterprise,
41% — active support from executive management [20].
This study prioritises the development and implementation
of a core document regulating risk management coordina-
tion processes and practical actions to embed the approach
across all business functions. However, despite the fact that
risk and control are always around, formalised control pro-
cedures and the implementation of risk management reg-
ulations alone will not build a risk-oriented management
and risk management culture in the enterprise. Employees
should not only have management support but also be mo-
tivated and proactive in managing risks.

A review of scientific articles has shown that numer-
ous authors consider various attributes for identifying the
risk culture in an enterprise. Their findings provide a more
complete systematic list of these attributes and highlight the
extent to which they are used in the enterprise.

Materials and Methods

The methodological basis of the study is a bibliographic
analysis of the definition of the essence of risk management

culture, which made it possible to systematise approaches
to defining the main value attributes of its formation.

Analysis and synthesis of the main attributes of the
formation of a risk management culture at the enterprise
allowed systematising them by types and parameters of
their definition.

Matrix formalisation of the risk management culture
at the enterprise was also carried out. The matrix model of
formalisation of the risk management culture in an enter-
prise is a graphical and textual description of the types of risk
cultures according to two selected parameters. As a result of
the analysis of existing models of risk culture formation and
the systematisation of attributes of risk culture formation,
it was proposed to carry out matrix identification of risk
culture according to the parameters “methods and control”
and “level of personnel engagement”. Each parameter has
two qualitative levels of definition. “Methods and control”
are seen as a compromise between hard and soft controls in
risk management. The “level of personnel engagement” in
the company’s risk management system can be either high
or low and determines how motivated, proactive and sup-
ported the company’s employees are by supervisors on risk
management. This formalisation allowed identifying four
types of risk management culture. As a result, it was possible
to outline an approach to developing a risk management
culture, by taking these important parameters into account,
to summarise briefly and clearly how they affect the imple-
mentation of a company’s risk management activities when
dealing with risk.

Results and Discussion

Attributes of risk culture formation in the enterprise
Culture is socially constructed, legitimised, maintained
or changed by the people who work in the company; they
shape and inherit already established patterns of manage-
rial behaviour. The role of management is to create a risk-
based management culture in the company in the most op-
timal way. It is important to understand and make adequate
use of risk-culture formation factors, which can be system-
atised in the process of studying best practices.

C. Levy, E. Lamarre & J. Twining consider the struc-
ture of risk culture formation by four groups of factors
(Table 1) [21]. They believe, these ten factors will identify
whether a company’s risk culture is strong or weak. A study
and evaluation of each factor will help to describe the char-
acteristics, advantages and disadvantages of each organisa-
tion in the process of developing a risk culture.

Table 1. Risk culture framework

Group of factors Element of risk culture analysis

Communication

Transparency of risk Tolerance
Level of insight

Confidence

Acknowledgement of risk Challenge

Openness

Responsiveness to risk

Level of care
Speed of response

Respect for risk

Cooperation
Adherence for rules

Source: [21]
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However, with this approach, it is also important to
understand the tools for identifying the strengths and weak-
nesses of the elements of risk culture analysis.

According to the concept of R. Smith-Bingham risk
culture requires positioning a company according to two
dimensions: structural and behavioural [22]. The structural
dimension is based on the provisions of the enterprise risk
management (ERM) framework, in particular the defi-
nition and communication of risk appetite, clear lines of
responsibility for risk management, the definition of rules
and procedures, the establishment of reporting forms and
deadlines, appropriate training and agreed incentives for
compensation and sanctions The behavioural dimension
refers to an individual employee’s disposition, their respect
for colleagues, customers, and suppliers, their level of en-
gagement in risk management, and the company’s values.
The structural dimension aims to curb bad behaviour, while
the behavioural dimension focuses on promoting good
practices. On the one hand, companies try to standardise
management business processes, but even pre-defined de-
cision-making and risk handling rules must coexist along-
side the process of personnel communication regarding

risk incidents, interpersonal discussions and self-expression.
Thus, all personnel should be encouraged to self-select and
use the best risk management practices appropriate to their
circumstances, rather than being tasked with choosing the
right behaviour among the approved norms and regulations.
The model developed by the Institute of Risk man-
agement (IRM) identifies eight aspects of risk culture, grouped
into four themes, that are consistent with the organization’s
business model and used as a practical diagnostic tool for
assessing the risk culture: risk leadership, how the organi-
sation responds to bad news, risk management, the trans-
parency of risk information, resource of the risk, risk skills,
informing about risk decisions, rewarding compliance with
the corresponding risk [23]. For each of the eight dimensions
of risk culture, a four-level assessment mechanism was used,
ranging from “good practice” to “particularly dangerous”
A review of the leading academics’ perspectives on
aspects of risk culture formation in the enterprise provided
the basis for summarising and systematising its identification
attributes, which, in turn, can be used to analyse and assess
the state of its development in the organisation (Table 2).

Table 2. Attributes for identifying the risk culture in the enterprise

Risk culture

. . Description
formation attribute P

Definition parameters

Top management and senior management
set an example of the right attitude to risk
and compliance with the core values of the
organisation, and have a clear understanding
of the risk culture of their company

Management
support

Top management and senior executives
demonstrate a positive attitude towards risk
management; promote, monitor and evaluate

the risk culture; consider the impact of the risk
culture on safety; make changes as necessary;
and from budget to address risks

Interested parties develop and establish
provisions of the risk management
methodology and standards in functional
business areas that do not contradict the
unified corporate management policy and
standards. The risk culture is reflected in the
company’s management rules

Risk management
methodology

Compliance with the relevant rules,
requirements and conditions (requirements
of the country’s legislation, advanced
international standards on risk management,
project management, business processes, etc.,
requirements of corporate risk management).
Risk management methodology: standards,
regulations, programmes, and methodological
tools for identifying, analysing, evaluating,
processing, and monitoring risks

Risk-based management structure.
Coordination of the board of directors,
organisational units and employees on
risk management. Risk management is

represented by three levels of protection

Organisational
structure

Availability of a single integrated risk
management infrastructure. The elements
of a risk-based structure can be individual
employees, services and separate parts
of the management apparatus, and the
interrelationships between those are maintained
through established horizontal and vertical links

Employees understand the core values and
approaches to risk management, are aware
of the responsibility for their actions and
disregard for risk and are able to fulfil their

Responsibility

intended roles

The duties, rights and responsibilities
of employees regarding risk management
are set out in the job descriptions
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Table 2, Continued

Risk culture
formation attribute

Description

Definition parameters

Responding to
macro-environment
changes

Effective decisions are made in response to
external challenges and promote an open and
constructive dialogue

Continuous monitoring of external sources
of risk, revision of goals and risks, adaptation
and flexibility

Incentives and
compensation

Risk management is embedded in economic
incentives. Reward opportunities for effective
risk management

At all levels, financial and non-financial
incentives are used to perform risk
management tasks that support core values
and risk culture

Risk appetite

Risk appetite determines the opportunities
and limitations of a company’s operations by
setting an acceptable level of targets, which

allows for identifying problems at an early
stage and developing the necessary changes

in the process or control

Risk appetite is effectively transformed into
operational limits. Decisions are consistent
with the level of risk and established limits and
restrictions. The limits are periodically revised.
Risk appetite is formalised and documented

Communication

Risk culture is determined by the level
of consistency of employees’ views on culture
and is implemented through communication.
A partnership spirit among all employees

There are mechanisms for sharing risk
management information between structural
elements of the organisational structure, which
are supported through established horizontal

of the company

and vertical relationships

The risk management team should be

Competence level

equipped with key competencies: standards,
risk quantification, risk psychology, risk

Training of personnel on existing risk
management tools

management techniques, business specifics

Monitoring and
reporting

Risk management is monitored at all levels.
Effective management reporting supports
strategic risk analysis and decision-making

Development of control procedures that
ensure that planned measures are properly
implemented. Risk management reports are in
the established form and frequency

Risk awareness .
awareness of risk

The attitude towards risk determined by the

Clear employee expectations for monitoring,
reporting, and responding to risks. Establishing
mechanisms for employees to understand and
communicate their risk management concerns
and to be aware of their role in minimising them
and using them to their advantage

Source: summarised from [15-23]

Such a list of attributes of risk culture formation in
an enterprise can be used to analyse its effectiveness and
maturity.

Typification of risk culture of the enterprise

The study of both risk culture and corporate culture is carried
out to determine their impact on the result of the enterprise’s
activities.

Practical experience confirms how the risk manage-
ment culture affects the company’s performance. Thus, an
interesting example is how the owners of the Porsche com-
pany, having found themselves in a crisis situation and on
the verge of bankruptcy in 1992-1995, hired a new executive
director, Wendelin Wiedeking. Wiedeking has made a real
change in organisational culture and risk management cul-
ture thereby saving the company. This was done by trans-
ferring the management of the production of the classic
German company to a team of Japanese managers, who not
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only reorganised the business processes, but also radically
changed the management style and staff attitudes towards
change and risk, which had been extremely negative at the
beginning of the reorganisation [24]. This was reflected in
the fact that the company developed risk-based flexible
management, according to which management supported
the initiatives of employees to take risks that promised ac-
ceptable remuneration.

Another example is the international company
IKEA, which has a strong brand and strong culture that has
been formed since the company was founded in 1943. The
main features of this culture are informality, equality, sim-
plicity, respect, commitment to learning, opportunities for
career building and development. Opening its international
branches in different countries of the world, the company
faced difficulties in rejecting the corporate culture of IKEA
employees in some countries, for example, Germany, China
and others. To sustain its brand and its culture around the
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world, IKEA used so-called “culture bearers” — employees
deployed directly from Sweden, who carried out commu-
nication, adaptation and training of new personnel in the
company’s culture [23].

For millions, Kodak has been a leading brand trusted
for over a century. Its bankruptcy in 2012 demonstrates a
strategic failure to adapt to change and a missed opportunity
to implement digital technologies that it invented in 1975
but failed to use. Kodak’s management created an organisa-
tional culture tied to rules, where making radical decisions
was impossible. Kodak’s business model was based on being
the world’s best film supplier, but it wasn’t set up to change
customer expectations to recognise that its core competen-
cies might become unnecessary over time. Kodak had a risk
management system, excellent market analysis, and was
able to analyse and assess the impact of digital technologies
on its business. Its intelligence division predicted that early
adoption of digital technologies will be slow, but will grow
rapidly once critical mass is reached. But the style and com-
plexity of management and the level of staft engagementt in
management demonstrated the inability to make complex

decisions. Kodak has lost its relevance in its core markets,
and new competitors, unencumbered by history and with
more innovative business models, have moved faster [23].
A review of the literature on the main concepts of risk
culture in the enterprise showed that there are different ap-
proaches to defining their types. Understanding the culture
and risk culture of management and other employees of the
company allows to better understand its predictable and un-
predictable consequences; assess the level of consistency
of employees’ views on culture; identify subcultures that may
cause higher or lower productivity in the group; understand
the differences between traditional cultures during mergers or
acquisitions; quickly orient new managers to the culture they
join and help them determine the most effective way to man-
age employees; measure the degree of consistency between
individual leadership styles and organisational culture to
determine what impact the manager can have; develop the de-
sired culture and report changes necessary for its implementa-
tion [25]. R. Smith-Bingham suggests defining the type of risk
culture from the perspective of two parameters: “structure and
management” and “behaviour and messages” (Table 3) [22].

Table 3. Typification of enterprise behaviour from a risk culture perspective

Structure and

Behaviour and messages

management Separation Engagement Proactivity
CONTROL ADVANCE
PROHIBITION : .
| follow the established rules | have a powerful risk
There are too many rules,
Strength o ) and procedures, although they  platform for my work, and
making it hard to achieve . , .
L ) . can sometimes be I'm constantly thinking about
anything in the time available . . . L
a little pathetic improving it
INDIFFERENCE SATISFACTION
. COMPLIANCE .
There is enough freedom - | try to make good risk
. . . I mostly adhere to existing o .
Adequacy in the risk guidance so that : ) decisions and guide others
requirements to avoid . .
| can do my part as and when . C on this, but the gaps in our
L penalties for violating them .
it suits me standards are concerning
MISMATCH
The company is simpl QUESTIONS PROHIBITION
. 'p y . py There is not enough guidance, I do my best to anticipate
S interested in getting the job . . .
Limitations . . so | make judgements about  risks, but | would appreciate
done with as little bureaucracy .
. . what is best for me and what ~ more support from the firm
as possible — which is fine
. makes sense and my colleagues
with me
Source: [22]

Stable rules and business processes that are formed
in a company to manage risk must co-exist together with
efforts to improve interpersonal discussion and value-based
behaviour. Over-reliance on structure and documentation
can create an illusion of control and lead to some exhaus-
tion. On the other hand, a focus on behaviour can lead to
inefficiency and risk due to unclear guidelines, inconsistent
practices, inconsistent communication between teams and
differing behaviour standards.

Strengthening personal responsibility requires the
coexistence of two aspects of management: rational and
emotional, formal and informal, conscious and subconscious.
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Personnel must be oriented towards performing responsibly,
they should feel that they are choosing the right way to behave.
To do this, companies must take a creative approach to staff
recruitment opportunities, namely, develop training cycles
to develop new risk behaviours, combining formal training
with informal incentives. The art of forming desired be-
haviours is to be aware of subconscious decisions and then
reintroduce new practices into subconscious behaviour.

Staft behaviour in accordance with two dimensions
of risk culture the level of understanding of risks and the
degree of protection from risks according to the concept of
C. Turkoglu is shown in Table 4 [3].
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Table 4. Typification of enterprise behaviour from a risk culture perspective

Degree of protection against risk

Low level of risk understanding

Risk understanding

High level of risk understanding

High risk protection

Risk-aversion

A reasonable attitude towards risk

Low risk protection

Ignoring risks

A carefree attitude towards risk

Source: [3]

The author of the concept Cengiz Turkoglu notes that
these two dimensions should be taken into account when iden-
tifying a risk management culture [3]. On the one hand, ex-
cessive control of the risk management system in the form of
established rules and standards can lead to confusion and ex-
cessive bureaucracy. On the other hand, focusing on behaviour
can lead to inefficiency and reduced attention to risks due
to unclear guidelines, inconsistent communication between
teams, and differences in expected standards of behaviour.
Personnel should be guided to use the best risk management
solutions, procedures and tools (identification, assessment,
risk impact measures) in certain circumstances, rather than
expecting management to provide clear guidance on how to
handle risk. This is especially true in situations where man-
agers have to develop management tactics in circumstances
where the usual methods of problem solving are not available.

The issue of risk control and perception is always
acute for management [3]. Excessive control makes the
control system inflexible and not adaptive to unpredictable
changes, on the other hand, the expense of control may ex-
ceed the potential damage from risks [3]. Lack of control
can make a company vulnerable to risks, especially when
employees do not have sufficient skills in identifying, as-
sessing, certifying risks, developing measures to mitigate
them, and do not feel responsible for risks.

According to the Cultural Theory of Risk or simply
Cultural Theory developed by the anthropologist M. Douglas
and political scientist A. Wildavsky, each organisational
culture of an enterprise understands and considers risks
differently. Thus, according to this theory, there are four
cultural ways of life or worldviews regarding risk: hierar-
chical, individualistic, egalitarian and fatalistic (Table 5) [26].

Table 5. Model for defining types of organisational culture according to the cultural theory of risk

Fatalist Hierarchists
Pragmatist Manager
The future is uncertain The risk assessor needs help in
Low . Lo - )
Therefore, strategic planning is notan  determining how much risk can be
advantage, and all that can be done is accepted and how much reward is
to influence changing circumstances  sufficient, balancing risk and reward
Ind|V|_du_aI|st Egalitarist
Maximiser :
. -, Conservative
Risk creates opportunities to make Avoiding losses is more important
High a profit. Large risks can therefore 9 P

be taken in the event of sufficient
winnings resulting
in a satisfactory reward

than making a profit. Therefore,
it is best to avoid, control,
or mitigate the risk

Low collectivism

Level of flexibility of the management
system

High collectivism
Degree of collectivism

Source: [26]

Hierarchists seek to implement a system of risk
management in the enterprise, which determines the risk
appetite and establishes the relationship between risk and
reward. Individualists focus on making a profit from risky
activities. Egalitarians will prefer a policy of avoiding risks.
Fatalists do not see the point in risk management, because
it simply prevents them from responding to changes in cir-
cumstances [26].

The level of collectivism determines the degree of
attachment of a person to the opinion of other members of
the team. “High collectivism” means that a person puts the
group’s goals above their own, while “low collectivism” means
that the person considers their own goals more important.
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The level of flexibility of the management system refers to
the degree of freedom an individual has in choosing their
social role in the collective. “High level of flexibility” means
that there are no restrictions on an individual’s choice of
social role, while “low level of flexibility” means that there
are restrictions and people cannot freely choose with whom
they want to cooperate [26].

An important aspect of cultural theory is that it is
assumed that all four types of culture will be present in each
organisation, one of which may be dominant for a certain
period, but also change over time [26].

The cultural theory of risk also states that managers of
an organisation can identify four cultures and their attitudes
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to risk, and they can encourage each culture to interact with
other cultures [27]. If all four voices are heard, they can be
useful for understanding risks and allow managing them in
the best possible way.

Understanding risk management is vital for effective
enterprise management. It allows organisations to understand
the opportunities and areas for improvement in their risk
culture. M. Power, S. Ashby & T. Palermo consider an or-
ganic and engineering approach to the formation of a risk
culture [28]. An organic approach involves an interactive
risk management style, risk decisions are made within
constraints, less third-party consultants are used, there is
a chance to resist regulatory standardisation, and special

attention is paid to ethics and mission. The engineering
approach is focused on centralisation in risk management,
more formal approaches in risk management, often with
the help of external consultants, this is a more conservative
approach to risk management, which is closely consistent
with regulatory risk appetites, in which official levers form
incentives for behaviour change.

The identification and systematisation of attribute-
characteristics of risk culture allowed the authors to propose
an approach to formalising the risk culture of an enterprise
along two important dimensions: “methods and controls”
and “level of personnel engagement” (Table 6).

Table 6. Identifying a company's risk culture along the dimensions: “methods and control”
and “level of personnel engagement”

Level of insight

Methods and control

Soft Hard
Low Spontaneity Competition
High Humanism Methodicity

Source: compiled by the authors

“Methodologies and controls” means that the enter-
prise has a regulated methodological framework for risk
management and that compliance with its use is monitored.
This dimension compromises between hard and soft control,
with or without compliance with existing risk management
regulations, norms, procedures and programmes. The
second dimension [29] of this model is the “level of
personnel engage-ment” in the management system,
which determines how supported the company’s
employees are by supervisors on risk management,
understands the risks they are working with and how to
manage them. It is measured by the extent to which risk
management is reflected in economic incen-tives in line
with risk appetite, the extent to which man-agement
supports staff risk management initiatives, and the quality
and effectiveness of interaction with management, risk
units and internal audits. The high level of personnel
engagement demonstrates management’s support for
staff initiatives, and also that employees themselves
understand the risks in their area of activity and are
motivated to in-fluence them. The low level of personnel
engagement indi-cates that employees are not motivated
to manage risks, do not fully understand the essence of
risk, are creative in per-forming their management tasks
and carry them out based on their own beliefs.

The result of this model is the identification of
four types of risk management culture:

1. Spontaneity. For enterprises with this type of risk cul-
ture, it is important to get what they want without having
to worry about processes and going into details;
management is carried out without prior planning, it is a
constant move-ment in search of effective forms of
management, quick de-cision-making, the problem is
resolved by adapting to the situation. There are no or
poor quality risk management policies and rules. Formal
nature of risk management and audit functions.
Employees formally comply with rules and
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agreements, so that they are comfortable in any situation,
open to communication, adapt easily to the given circum-
stances and are constantly looking for new opportunities
for self-realisation, always eager to get what they want. In
such companies, an individual approach to risk manage-
ment is valued and new experience is always welcome, but
they do not like to go into details and, as a rule, make quick
decisions, the emphasis in management is placed on infor-
mal communications and beliefs, management influences
are chaotic and selective.

2. Humanism. Enterprises with this type of risk culture
have risk management policies and rules, but they are not
of high quality. Employees of the company usually put the
interests of others first, actively participate in all commu-
nications that are organised at the enterprise, highly value
relationships between people, and respect the opinion of
others. Decisions take a long time and once the overall pic-
ture is clear, the decision-making process searches for sim-
ilar problems and considers alternative methods of solving
them. The main values of the company are public approval,
personal freedom, mutual assistance, opportunities for per-
sonal growth, communication and persuasion.

3. Methodical approach. For businesses with this type of
risk culture, precision is required and everything must be
carefully prepared and organised. Risk culture permeates
the organisation and determines the actions of employees.
For employees, the fact of completing a task is a reward for
their hard work; they are happy to follow detailed instruc-
tions, adhere to clear decision-making criteria, do not tol-
erate clutter, discuss details extensively, and fear unpleasant
surprises and irresponsibility. The company’s management
compares reality with a certain ideal and looks for incon-
sistencies (where something is wrong or missing). The
company’s values are the availability and reliability of in-
formation, a logical orderly description of prescribed risk
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management regulations and their observance by staff,
the influence on personnel through communication and
risk-oriented compensation.

4. Competition. Businesses with this type of risk culture
value results, a professional approach to risk management,
and staff training in the most effective risk management
practices. Management wants to understand all the risks,
creates procedures for controlling a risk event, and looks for
the best solution for each task. Employees are inquisitive,
learn a lot, appreciate the opportunity to test their skills,
sometimes lose control of the situation, are highly motivated,
good at time management, aim for success and place a high
value on their reputation. In decision-making, much attention
is given to analysing the situation, after which managerial
action is taken. The values of the company are persuasion,
the ability to sacrifice self-interest for future success, and
the willingness to control risk management through work
instructions.

By examining all four types of risk culture, it is possi-
ble to identify and understand the behavioural patterns and
motivational factors of a company’s employees. This will
contribute to the most effective risk management and estab-
lish a balance between control and risk-based management, as
well as between hard and soft management influences. The
types described represent a generalisation. Every business
is a complex system and any typification simplifies their in-
dividuality. Each enterprise may have signs of all four types
of risk culture. One set of qualities may be dominant, while
others may manifest themselves only from time to time
when performing specific tasks or under the influence of
external circumstances.

Conclusions

Risk culture includes values, beliefs, understanding and
knowledge in risk management, which are effectively dis-
tributed and applied in practice by employees of the enter-
prise at all levels of management.

There are many factors-attributes to identifying the
risk culture in an enterprise. It is advisable to systematise
and generalise the attributes of risk culture formation ac-
cording to the organisation of the company’s risk manage-
ment process, which should include: determining the in-
ternal and external context of risks, identifying, assessing,
attesting and analysing risks, monitoring, controlling and
auditing risks, developing risk measures both in terms of
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ATpunbyTu popmanisauii pusnK KynbTypu i it TUNi3aLia Ha nignpMemMcTsi

IpuHa BaneHTuHiBHa ®DegynoBa, IBaH BiTaniioBny Makapuyk,
BikTopis BacunisHa laHyweBnY

Jlep>xaBHuii TOProBesIbHO-€KOHOMIYHWI YHIBEPCUTET
02156, Byn. Kioto, 19, M. KuiB, YkpaiHa

AHoTauif. opMyBaHHSI KY/IbTYpY YIPABIiHHSI pU3NKaMu TOTpebye po3yMinHs arpubyTiB popmatisartii pusnK-KyasTypu
i BU3Ha4YeHHA Ii TUIIY B 3a/JI©KHOCTI Biff cuaM il TMX 4M iHIIMX MapaMeTpiB ii BM3HaYeHHA. MeTo JOCTiIyKeHH: €
cucTeMaTH3alia arpuOyTiB ¢opMaizanil pusuK-KyabTypy i ineHTn(iKauia TUIy pU3MK-KyIbTYpU Ha IiAIPUEMCTBI.
I mocsArHeHHs IOCTaBIeHOI MeTy Oy/lo 3AiliICHEHO aHali3 i cuHTe3 aTpuOyTiB (opMaisauii pusUK-KyIbTYpU Ha
IiIpUEMCTBI i3 BU3HaYeHHAM X ocoOmuBocTell i mapaMeTpiB BusHaueHHA. i ineHTnikanii Ty pusuk-KyasTypu
Ha MiAIpUEMCTBI 6Y/I0 BUKOPUCTAHO MaTPUYHMIA ITifIXif], BIAIIOBITHO [0 AKOTO 3IiJICHEHO OIMC TUITY PUSUK-KY/IBTYPHU 3a
JBOMa IapaMeTPaMI: «METOMVKY i KOHTPO/Ib» i «piBeHb 3aTy4eHHs NepcoHamy». KoxxeH 3 ux mapaMeTpiB po3IIAgaeTbCsa
3a JIBOMa AKICHMMU piBHAMM BIUIMBY. IlapameTp «MeTOOVMKM i KOHTPOIb» POSITANAETHCA 3 TOYKM 30pPy iCHYBaHHA
Ha HiANpMEMCTBI >KOPCTKOrO i M’AKOr0 KOHTPONIO PM3MK-MEHeIKMeHTY. IlapameTp «piBeHb 3alydeHHA IepCOHAIY»
POSITIANAETHCA AK BUCOKMI i HU3BKUI i CBIIYUTD IIPO PiBEHb BMOTMBOBAHOCTI IIEPCOHATY i 10r0 IiITPUMKI KEPIBHULTBOM
I[OfI0 YIIPAB/IiHHS PU3MKaMU. YHACTiJOK IpoBefeHoi ¢opmaizarii 6y/10 BU3HAYEHO YOTVPYU THUIM PU3UK-KYIBTYPU
KOMHaHil, AKi XapaKTepu3ylOTb MOZeIb NOBeJiHKM i MOTMBAIi/Hi YMHHUKM CIiBpOOITHMKIB KOMIIaHii 3a/eXHO Bif
CUJIV BUKOPMCTAHHA PeIIaMeHTiB, PO3YMiHH:A IIEPCOHANIOM PM3MKIB i METOMIiB yNpaBaiHHA HUMU. [IpakTidHa HiHHICTH
OTPVMAaHMX pe3y/IbTaTiB IOJIATA€ y TOMY, IO KOXKeH CIiBpOOITHMK KoMIaHil 6yge po3yMiTu cBOI IIOBHOBaXKEHHS i
Bi[ITOBiZa/IbBHOCTI CTOCOBHO CBOEI Y4acTi B CUCTeMi PUBUK-MEHEIPKMEHTY KOMIIaHil, a KEPIBHUKM 3MOXKYTh OLIiHUTU
PpiBeHb Y3rofpKeHOCTi MOITIANIB BCiX CMiBpOOITHUKIB 3 TOYUKM 30py BUKOPUCTAHHS NPAKTUK IIOBOIXKEHHA 3 PU3MKOM i
BU3HAYMTY HAIKpalli CTU/II i IPaKTUKY YIIPaB/IiHHA

KntoyoBi cnoBa: pysyuK-MeHePKMEHT, GaKTOpy PUSUKIB, pUSUK-KY/IbTypa, KyIbTypa YIpaBIiHHA pusMuKaMy, GakTopu
PU3MKIB, TUIli3aLliA PUSUK-KY/IbTYPU
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